o Grant Thornton

An instinct for growth’

How Video Identification and
Artificial Intelligence are
changing the on-boarding of
Banking clients

Proper identification is the foundation of the KYC-principle and the bank’s transparency
regarding client relationships. Onboarding is the most important step within

customer due diligence. Growing complexity and high speed of regulatory change

are challenging financial intermediaries worldwide.
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Regulators take new technologies How Grant Thornton can support:

into account when examining + Support with operational preparations  « Facilitating a compliant

compliance with regulatory requirements. to adopt Video Identification implementation

Even more importantly, management + Helping to find the right technology * Assisting to build the right operational
bodies have to scrutinize the latest state- for your organisation’s needs models and processes to reach full
of-the-art technology to the fullest + Executing a full gap analysis in order compliance under Swiss, Liechtenstein,
extent - not only to be compliant but to detect gaps German or other EU law

to avoid any liability risks due to + Defining exact recommendations for

organizational fault. actions



Reliability & efficiency

+ Evidence « System integration via API

+ Digital paper trail & documentation Process management: video advice,
+ Early detection of potential risks desktop sharing, client segmentation etc.

* Real time authenticity

Higher security standards

+ Elimination of formal shortcomings Efficient contract management

+ Automated verification of security features Combination of qualified agents and innovative

+ Automated document signing technology

Potential risks

« Falsification of identification documents

Developing technologies

+ Fraud, social engineering & phishing Theft of sensitive personal data

+ Cyberattacks
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Artificial Intelligence

@* + Mitigation of potential risks by Automated MRZ scan

Face recognition

xx using Artificial Intelligence

+ Avatar detection technologies Other security features

« Liveliness-check

Further challenges

+ Consistent AML/KYC requirements
+ Video Identification as a possible transition

Video Identification and “Digital Identity”
Recyclability and reuse of data (data portability

instrument from the analogue world to a new, fully according to PSD2)
digitized world + Secure Video Identification for ICOs & Blockchain
+ Video Identification as the first step towards a applications

digital multi- & omni-channel strategy
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